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Sub: IT Poliey

The purpese of this policy is o dzfine the appoopriate uses of computing facilities by the
students, faculty and staff of the v:.m'nl Ivoihi Engineesing College, Chempeeri. This policy
ll o all 1T infeastevctore  wsers  (Faculty, Technica! saff, Administrative staff,

antract Temporary stafl, Smdess, Rescarch Scholars and Guest) who access the [T facilitiss
imclieling bernet facslities prowided by e institution throvugh Wired or WiFl networking. Al
users ane expected s be famslaar witls mﬁd te comgly with this policy.

The Palicy

1. Faculiy, 3l and stwdeals may use the computing Facilitics for academic purposes and
for personal purpeses so long as soih e it
i, Daes nol violate any law, VIEC Policy or 1T act of the Governsent of Kerala
¢ Indlia,
i Does net interfere with the work of an academic nature,

2. Users will be required o oblin necessary authorisation before using college
conpeciavity,
i Users should engage in safe computing practices by cstablishing appropriate sccess

restnctions for their account and computing devices, guanding their password and
changing them regularly.

4 The acoess to college WiFi is restricted 1o registered users. The one who wants to avail
the WiFi facility shall submit an application iy the prescribed Sormal.

5. Usage of college WiF) in an wnregistered device by spaofingtethering will be treated as
violation of this policy

6. Even if the sovess id i diffescnt, the registered WiFQ user is the sele responsible persan
far all the communscalions originating from the registerad device.

T Users shouk note that their uses of College conmectivily are ot completely private. As
part of the seounity mensures, mdemet traffic is kogged snd monitored.

h§

o

Personal data will not be shared to any third party to ensure daza privacy.

@ The College. i its discretion may dusclose the results of any such general or individial
monitoring including the contents and records of communicstion 1 the appropriate

suthorities or law enforcement agencies and may use those nesults for disciplinary

procedures. Users will also be responsible for any activity originating from their sccount.
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Vil Accounts and passwords shosld not under any circomstances be usad by any ather
persans. In case, unauthorized use of an account 15 detected or suspected, the acooumnt
eraener should change the password.

1 Users shall not wse college nevwork and connectivity o get unautborized nccess 1o
rernobe ceapulers whach may damage the operations of VIEC Network.

12, Focreational downloads and peer 1o peer connections for sonsducational [UFpases are

L ALl the siall members are smpowered w examine the contents of the storage devices
braught 1o the campas by the siudents.

4, Usage of pinsted sofiwares is 1ot allowed.

Softwore maintained on puldic personal compaters may pot be modified, deleted, moved

of cogied. Delaalt setiings should nol be changed.

16, Digital Dlevices are permitted in the campus for educational purposes with peor

registrution with the competent authority.

Any atvempd to spread virus of malicsous code thraugh the VIEC metwork will result in

serious disciplinasy atian.

(8. The usage of cloud stormpes is strongly recomimznided 1o sare and access imporinn dats.
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The Principal - KANNUR DIST.
The Bursar i
The Administrator
Al HODS
All Staff thraugh Email
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IT POLICY
Introduction

Thee purpese of this polwy is o establish guidelines reganding the usage of electonic gadpets
inside the compus.

The policy

1 =2]
.

Faculty, saff, snd students may vse the conputing facilities for scademie pusposes and

for persemal purposes so long as sweh uss 4

s [aes nol violue any low, VIEC policy or IT act of the Government of Kerlafndin

«  Does nob interfers with the work of am acalemic nature,

& Omly laptops are permitted in the campus for personal wse with prior negistmtion with the
competert nsthority, Mo other gadget which can communicate with outside world or
olher devices is permitted in the campus for the persanal use by stadents.

A, Users of laptops shall connect only to the official VIEC motwark For wireless aceess.

4. Users should not use college computers or network rescurces 1o attempt to gain

unithorized aecess 1o any ather computer or network, o sircemvent file protection or to

5. Recreatonal doamlomds and peer @ pesr connaclions are hunesd.
6. Any aftemnpt o spread vieus oo malicious code through VIEC setwork will sesult i

seriows disciplinary action

Sl

Attempts 1o gain unauthorized sceess w machines or computer reconds W mondeoe other

individunls’ computer or network use or to attempt W obtain their passwords, to which the

user is not entitled, are prohibited.

8. College reserves the right to monitar all the online activities of the students and log files
ol their activities are maintsined us per legal requirements.

9. All the stalf members are empowered to examine the contents of the storage deviees
brought 1o the campus by the students

10, Any unauthorzed eiectronic gadget brought to the campus shall be coafiseated and shall

be retumed oaly afier the completion of the course,
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